NudopmannonHas namMsTKa /151 HECOBEPIIEHHOJIETHUX 0 BONPOCaM
Kubepo6e3onacnoctu B cetn «MHTEpHET)

KoMnbloTepHbIe BUPVCHI

KoMmbroTepHslid  BHpPYC - 3TO Pa3HOBHUJIHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTEIBHOU OCOOCHHOCTHIO KOTOPOM SIBISIETCS CIOCOOHOCTh K  Pa3MHOXKEHHIO
(xonupoBanuio). B nomoiiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTHh WM TMOJHOCTHIO
YHUUTOXUThH BCE (pailiibl U JaHHbBIC, MOJAKOHTPOIbHBIE MOJIB30BATEN0, OT UMEHH KOTOPOTO
Oblla 3amyllleHa 3apakE€HHasl MporpamMma, a TakKe MOBPEIUTh WM JlaXKe YHHUUYTOXHUTh
OMEpallMOHHYI0 CHUCTeMY €O Bcemu (aitiamu B 1enomM. B OOJbIIMHCTBE Ciy4yaeB
pPacIpOCTPaHSAIOTCS BUPYChI YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1 Hcrnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HMMEIOIIUE CEPbE3HBIN
YPOBEHB 3AIIHUTHI OT BPEAOHOCHBIX TPOTPAMM;

2. [locTtostHHO ~ ycTraHaBiuBail  maTtud  (UUGpPOBBIE  3aIUIATKH,  KOTOPBIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCS C IIEJIbIO JOPAOOTKU MPOrPaMMbl) U JPYrUe OOHOBIICHHUS
CBOEH onepanroHHON cuctembl. CkaunBail UX TOJBKO C O(ULIMATBHOIO caiiTa pa3padoTynKa
OC. Ecnu cyniecTByeT peKuM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PabGoTaii Ha cBoeM KOMIIbIOTEpE TI0J] TMpaBaMu TIOJIb30BATENs, a He
aJMUHUCTpATOpa. OTO HE  TO3BOJUT  OOJBIIMHCTBY  BPEAOHOCHBIX  IPOrpaMm
MHCTaJUIMPOBATHCSA HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Ucnonw3yit AHTUBUPYCHBICE  MPOTPaMMHBIC  TMPOAYKTHl  H3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpaanupb GU3NIECKUN JOCTYI K KOMITBIOTEPY TSl TOCTOPOHHUX JIHIT,

6. Hcnonp3yil BHENTHUE HOCHUTENW WH(OpMaIuu, Takue Kak (iemnka, AUCK WM

¢aiin u3 UatepHeTa, TOIHKO U3 TPOBEPEHHBIX UCTOYHUKOB;
1. He otkpbiBaii KoOMIbIOTEpHBIC (halabl, TOJYYEHHBIE U3 HEHAIEKHBIX
UCTOYHHUKOB. J[axke Te (aitlsibl, KOTOpBIE MpHUCal TBOM 3HAKOMBIN. Jlydille yTOUHU y HETO,

OTIPABIIS JI OH TeOe UX.

Cern WI-FI
C nomompto WI-FI  MoxHO monmyunTh O€cHjaTHBIM HWHTEPHET-AOCTYH B

OOIIIECTBEHHBIX MECTax: Kade, OTeNsAX, TOProBbIX EHTpaxX U aspornoprax. Tak xe
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ABJISICTCS OTJIMYHOM BO3MOYKHOCTBIO Bbixoa B UHTepHeT. Ho MHOTHE DKCTIEPTHI
cuuTaroT, yTo obmenoctynusie WI-FI cetn He sBisroTcst 6€30MacHbIMU.

Cogetnbl 10 6e30nmacHOCTH PadoThI B 001eaocTynHbix cersax WI-FI

1 He nepenaBaii cBow JMYHYI0O MHPOpPMAILUIO Yepe3 OOIIEOCTYyITHbIC
WI-FI cetu. PabGotas B HUX, jKeJlaTeIbHO HE BBOJIUTH IMAPOJIM JOCTYIA, JOTUHBI U
KaKue-TO HOMEDA,

2. Hcnonb3yit 1 OOHOBIIAN aHTUBHPYCHBIE MPOTpaMMBbl U OpaHaAMAydD.
Tem cambIM Thl 00€30MacHIlb ce0sl OT 3aKaYKH BUPyca Ha TBOE YCTPOUCTBO;

3. [Mpu ucnons3oBanun WI-FI otkmoun ¢yskimio «OO0mmii 1ocTyn K
datimam u mpuHTepam». JlaHHas (YHKIOHMS 3aKpbiTa MO YMOJIYAHHIO, OJTHAKO
HEKOTOPHKIC TTOJIH30BATENI AKTUBUPYIOT €€ NJIs y00CTBA MCTOIL30BaHUS B padoTe
uim yueoe;

4. He ucnonw3yit myomuuneiidi WI-FI mas nepenaun auYHBIX JaHHBIX,
HaIpUMeED, JUIs BBIXO/1a B COIMATILHBIE CETHU WU B DJIEKTPOHHYIO MOYTY;

5. Hcnone3yil Tonpko 3anuuieHHoe coeauHeHue uyepe3 HTTP3, a we
HTTP, 1.e. npu Habope BeG-ampeca BBoaU uMeHHO «http://»;

6. B mo6unmsHOM Tenedone otkmoun ¢yHkimio «llogxmoyenune k WI-FI
aBTOMaTH4ecKkn». He momyckaili aBTOMaTHYECKOTO IMOJKIIOUEHUS YCTPONCTBA K
cetsim WI-FI 6e3 TBoero cornacus.

ConmajibLHbIE CeTH

CommanbpHasi CETh - 3TO CalT, KOTOPBIN MPEAOCTABISET BOZMOXKHOCTD JIFOIIM
OCYIIECTBIISITh OOIICHUE MEXIy coOoi B MHTepHeTe. Yame Bcero B HUX IS
Ka)KJIOTO YeJIOBEKa BBIICISIETCS CBOS IMYHAS CTPAHUYKA, HA KOTOPOH OH YKa3bIBaeT
0 cebe paznuuHyr WH(OOpPMAIMIO, HAYWHASA OT WMEHHU, (paMIIuM U 3aKaHYUBas
Ju4HbIMU poTorpadusmu. MHOTHE MOJIH30BATENN HE TOHUMAIOT, YTO MHGOpMAIIUS,
pa3MeIlleHHass MU B COLIMANIBHBIX CETSIX, MOXKET OBbITh HalJieHa W MCIOJb30BaHA
KEM YTOJIHO, B TOM YHKCJIe HE 003aTeNIbHO ¢ OJIaruMU HaMEPEHUSIMH.

OcHOBHBIE COBETHI 0 0€30MACHOCTH B COLMAIBHBIX CeTaX: |. Orpannub
CHHCOK Jpy3ed. Y Te0s B APY3bsAX HE JOJHKHO OBITh :CIIyYalHbIX U HE3HAKOMBIX
JIIOJICH;

2. 3Bammmai cBOIO 4YacTHYIO >ku3Hb. He ykaswiBail maposu, TenedoHsl,
ajzipeca, aTy TBOETO POXKIACHUS U APYTYIO JIMYHYIO WH(OPMAIHIO. 3II0yMBITTUICHHUKH
MOTYT UCIOJIH30BaTh Jake HHPOPMAIIHIO O TOM, KaK Thl M TBOU POJUTEIIN CAHUPYETE
MIPOBECTH KAaHUKYIIBL;

3. 3ammmail CBOIO penyTaluio - IepKH €€ B YUCTOTE U 3a/1aBaii cede



BOIIPOC: XOTEJ OBl ThI, YTOOBI IPYT'HE€ MOJIb30BATEIN BUAEIH, YTO ThI 3arpyxKaelib?
[Tomymaii, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAIKCATh U 3arPy3UTh;

4., Ecnu Thl TOBOpULIb C JKOAbMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJB3Yl CBOE
peaibHOE UMS U JAPYTYI0 JTUYHYI0 WH(GOpMAILMU: UMS, MECTO >KUTEIbCTBA, MECTO
y4eObl U poUee;

5. UM3b6erait pazmemenus dotorpaduit B UuTepHere, re Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEJEIUTh TBOE MECTOOJIOKEHHE;

6. Ilpu peructpanmu B COIMAIBHON CETH HEOOXOAWMO WCIOJIb30BATh
CJIO’KHBIE MTAPOJIU, COCTOSIIIME U3 OYKB U LU(P U C KOJIMYECTBOM 3HAKOB HE MEHEe §;

7.  Jlma conuanbHOW CETH, NOYTBl M JPYTUX CaUTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mapoiu. Torga ecnu TeOs B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKU
[OJTy4yaT JIOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE TeHLI'N
DNIeKTPOHHBIC JEHBI'M — A3TO OYCHb YIOOHBIM CIOCO0O IUIaTekKeH, OHAKO

CYIIIECTBYIOT MOIIICHHUKU, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEeKTPOHHBIC CHBIU TMOSBHINCH COBCEM HETABHO M MMEHHO M3-3a ATOTO BO
MHOTHX TOCYAapCTBax 0 CUX MOp HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (DYHKIITMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, /1€ X
pa3zessIoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3zHuiia B ToM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs TMPOBOAUTH omneparuu 0e3
uJeHTUUKAIINY T10Jh30BaTENs, a4 B HE aHOHUMHBIX HJACHTU(PUKAIUUA TOJIH30BATEIS
SBJIETCS 0053aTEIBLHOM.

Taxke creayer pa3iauyarh JJIEKTPOHHBIE (UATHBIE J€HbIU  (PaBHBI
rOCyJapCTBEHHBIM BaJIIOTaM) H OJEKTPOHHbICE He(uaTHbIC JEHBIM (HE pPaBHBI
rOCyJapCTBEHHBIM BAIIOTaM).

OcHoOBHBIE COBETHI N0 0€30NACHOH padoTe ¢ ITeKTPOHHBIMU JIeHbIAMM:

1 TlpuBsiku K c4eTY MOOMIIBHBIN TeePOH. DTO caMblil yTOOHBIN 1 OBICTPHIN
Croco0 BOCCTaHOBHUTH JOCTyN K cueTy. [lpuBs3aHHbIN TenedoH MOMOXKET, €Clu
3a0y/Ie1llb CBOH MJIATEKHBIN MapOJIh WU 3aiICIh Ha CAWT ¢ HE3HAKOMOTO YCTPOMCTBRA;

2.  Ucnonw3yit omHopaszoBwie maponu. l[locie mepexona Ha YCHUICHHYIO
aBTOpM3aIMio TeOe yke He OylIeT yrpokarh OMAaCHOCTh KpakH WM TepexBaTa
TJIATEKHOTO TTAPOJIS;

3. BeiOepu cioxubiii maposib. IIpecTtynHukam OyIeT He NMPOCTO yrajaaTh
CJIOKHBIN Maposib. HasexHpie mapom — 3TO Mapoiin, KOTOPbIE COAEpKaT He MEHee 8
3HAKOB M BKJIIOUAIOT B C€0sI CTPOYHBIE M IPOMUCHBIE OYKBBI, ITU(GPBI U HECKOIBKO
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CUMBOJIOB, TaKW€ KakKk 3HaK Jojuiapa, ¢yHTa, BOCKIWIATCIBHBIM  3HaK
u T1.n. Hampumep, StRONQ!
4. He BBOIM CBOM JTMYHBIE TaHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.

DJICKTPOHHAA MOYTA

DNeKTpoHHAs MoYTa — 3TO TEXHOJIOTHUS U MPEJOCTAaBISEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJYYCHHUIO DJIEKTPOHHBIX COOOIECHUN, KOTOPBIE PACHpPENesioTcs B
KOMITbIOTEpHOM ceTH. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SUTUK BBITIISIUAT CIEIYIOUIUM
oOpazoM: uMSs_TOJb30BaTeNA(@uUMsL_jJoMeHa. Takxke KpoMme IMepegayd IpOCTOro
TEKCTa, UMEETCS BO3MOKHOCTh TIepe/iaBaTh (paiiibl.

OcHoBHBIE COBETHI 10 0€301aCHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1  Hamo BbIOpaTh mpaBWIbHBIA MNOYTOBBIM cepBuc. B HHTepHere ecth
OTPOMHBINA BBIOOP OECIIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JYYIIE JIOBEPSATH TEM,
KOI'0 3HAaellb U KTO IIEPBBIM B PEUTHUHTE;

2.  He yka3bIBaii B IMYHOM moYTe JUUHYI0 HHGopMaruio. Hanpumep, mydiie
BBIOpATh «MY3bIKaIbHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

3. Hcmonp3yii NBYXATamHYH aBTOPH3AIMIO. DTO KOTJA IMOMHMO IapoJis
HY>KHO BBOJUTH KOJI, TpUChUIaeMBbIi 10 SM3;

4. BpiOepu ClI0KHBINA Tapoab. JJisi KaKI0T0 MOYTOBOIO SIITUKA T0DKEH OBITh
CBOM HAJEKHBIW, YCTOWUHUBBIN K B3JIOMY apOJib;

5.  Ecnum ectb BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOXKHOCTB;

6. Ucmonb3yit HECKOJIBKO TMOYTOBBIX SIIMKOB. I[lepBeIii miisi 4acTHOM
NEPENUCKU C aJipecaTaMu, KOTOPBIM Thl JOBEPSEIIb. DTO AIEKTPOHHBIN aJpec HE HAZI0
UCIIOJIb30BaTh MPU PETHCTpalliU Ha (hOopyMax U cailTax;

7.  He otkpwiBaii (aiimel U Ipyrue BIOXKEHHS B MUChMax JaKe €CIU OHH
MPUIILITY OT TBOUX Apy3ei. JIydie yTounu y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (aiiibl;

8. Tlocne oxoHuyaHusi pabOTHl Ha IMOYTOBOM CEPBUCE TMEpE]] 3aKPHITHEM

BKJIQJIKH C CAUTOM He 3a0yJib HaKaTh Ha « BBIATIY.

Kuo0epOyJJIMHT MM BUPTYAJbHOE M3/1€BATEIbCTBO
KubepOymummar  —  mpecienoBaHue  COOOIICHUSIMH,  COJEPIKAIUMHU

OCKOpOJIEHUS, arpEeCCHI0, 3alTyTUBAHKE; XYJIUTAHCTBO; COL[MATIbHOE OOMKOTUPOBAHUE C
MTOMOIIIBIO PA3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 0 00PBHOE ¢ KHOEPOYJIIIMHIOM:
1. He GOpocaiics B 60i1. JIyummii cnoco0: MOCOBETOBATHCS Kak ce0sl BECTH H,
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€CIM HEeT TOro, K KOMY MOKHO OOpaTUThCS, TO BHauaje YCIOKOUTbCA. Eciu Tbl
HayHellb OTBEYaTh OCKOPOJEHUSMH Ha OCKOpPOJIEHHS, TO TOJIbKO emnle OoJiblue
pa3oXxoKeIIb KOH(DIUKT;

2.  Yupasisii cBoel kubeppernyTaimei;

3. AHOHMMHOCTH B ceTu MHUMas. CylecTBYIOT CIIOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4.  He crouT BecTH XyJIMTIaHCKUMH 0Opa3 BHUPTyaJbHOW XU3HU. MHTEpHET
¢ukcupyeT Bce TBOM JCWUCTBUA U COXpaHsAET HX. YJalIUTh WX OyJIeT KpaifHe
3aTPYAHUTEIBHO;

5. Benu cebst BEXKINBO;

6. UrHopupyii eauHMuHbBId HeratuB. OJHOpa3oBbIE OCKOPOUTEIbHBIE
coOoOmIeHHs Jy4lie urHopupoBaTh. OOBIMHO arpeccus MpeKpamlaeTcs Ha HadalabHOU
CTaIMH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B
COLIMAIBHBIX CETSAX €CTh BO3MOYKHOCTh OJIOKMPOBKH OTIPAaBKH COOOILIEHUN C
OIIPENIECIICHHBIX aJPECOB;

8. Ecuu TbI cBUAeTens kubepOymnara. TBou necTBUS: BHICTYIIUTh IPOTUB
IpeciaenoBaTens, I0Ka3aTh €My, 4YTO €ro JACHCTBHUS OLICHUBAIOTCA HETATUBHO,
MoJJIepKaTh KEPTBY, KOTOPOM HyXHA IICHXOJIOTMYECKass IOMOIIb, COOOUIUTh
B3pOCIBIM O (PaKTE€ arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuJabHbIN TeaedoH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COJEPIKAT B ceOE BIOJHE B3POCIBIi
dyHKIIMOHAA, W Tenepb OHM MOTYT KOHKYPUPOBaTh CO CTallMOHAPHBIMU
KoMmnbroTepamMu. OJIHaKO, CPEACTB 3aIUThI JJIsI OJAOOHBIX YCTPOWCTB MOKAa OYEHb

Masio. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJUT HE TaK MHTEHCHUBHO,
kak 1151 [1K, 1O ke camoe kacaeTcss 1 MOOUJTBHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOUJIbHBIE Opay3epbl yKe MPaKTUYECKH JOTHAIN HACTOJIbHbBIC
aHaJIOTH, OJIHAKO paclIupeHre PyHKIIMOHAJA BICYET 3a COO0M OOJBIITYIO CI0KHOCTh U
MEHBIITYIO 3alIUIIEHHOCTD.

Jlaneko He BCE NPOU3BOJAUTENIN BBIMYCKAIOT OOHOBIICHHUS, 3aKpbIBAIOLIUE
KPUTHYECKHUE Y3BUMOCTH JIJISi CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIA 0€30IACHOCTH MOOMJILHOIO TeJie(poHA:

L Bynpb ocTtoporkeH, Beap korga Tede npesjararoT OecriaTHbIN KOHTEHT, B
HEM MOTYT OBITh CKPBITHI KAKUE-TO TIJIATHBIE YCIIYTH;

2.  Jlymaii, npexnae ueMm oTnpaBuTh 3M3, ¢oro umu Buaeo. Tol TOYHO

3Haelllb, I71e OHU OYAyT B KOHEUHOM UTOTE?
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3. Heo0xomuMo 0OHOBIIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

4.  Vcmonb3yi aHTUBUPYCHBIE MPOTPAMMBI JJ11 MOOWIIBHBIX TE€IE(OHOB;

5. He 3arpyxaii npuiI0XeHUs: OT HEU3BECTHOTO MCTOYHUKA, BEIb OHU MOTYT
COJZIepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUCHHE;

6.  Ilocne Toro Kak Thl BBIHICIIB C CaiiTa, TJIC BBOAWI JIHYHYIO HHPOPMAILIHUIO,
3aiiIi B HACTPOMKHU Opay3epa u yjiainu cookies;

7. IlepuogMuecku TMpoBepsiii KaKWe IUIATHBIC YCIYT'M aKTUBUPOBAHBI Ha
TBOEM HOMEPE;

8 Jlamaiil cBOif HOMEp MOOMIBHOTO TeneOoHa TOJNBKO JIOASM, KOTOPBIX ThI
3HaENIb U KOMY JIOBEPSICIIIb;

9.  Bluetooth nomken ObITH BBIKIIIOYEH, KOTJAa Thl UM HE MOJB3yemibes. He
3a0bIBall MHOTIA IIPOBEPSITH ITO.

OUINHHT WIH KPa’Ka JHYHbIX JJAHHBIX

I'maBHas uens ¢GumUHr - Buga VHTEpHET-MOILIEHHUYECTBA, COCTOUT B
MOJIyYeHHH KOH(HICHIMAIbHBIX JaHHBIX MOJIb30BaTeNIel — JOrMHOB U napoieil. Ha
aHrmicKkoM si3bike phishing umraercs kak ¢ummar (ot phishing — peIOHAs OB,
password — mapoJin).

OcHoBHBIE cOBeTHI 0 00pbHOE ¢ PUINMHTOM:

1  Cnenu 3a cBouM akkayHTOM. Eciiv Thl momo3peBaeliib, YTO TBOSI aHKETA
Oblja B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIIUTHh aJAMHUHUCTPATOpam
pecypca 00 3TOM KaK MOYXHO CKOPEE;

2. Ucnonb3yit 6e3omacHbie B€O-CaiThl, B TOM YUCJIE, UHTEPHET- Mara3uHoOB U
MTOMCKOBBIX CUCTEM;

3. Ucnonp3yit crnoxkHble W paszHble mapoiu. Takum oOpa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOTyYaT JOCTYII TOJIBKO K OJJHOMY TBOEMY IIPO(HIIIO
B CETH, a HE KO BCEM;

4. Eciu T1e0d B3IOMalIM, TO HEOOXOAMMO MPEIyNpPEeauTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00aBIEHBI y TEOS B APY3bsiX, O TOM, UTO TEOS B3JIOMAIH H,
BO3MOXHO, OT TBOETO MMEHH OYyJET pacchUIaThCsl CllaM M CChUIKM Ha (DMUIMHTOBbBIE
CAWTBHI;

5. VYcranoBu HanexHbIi mapons (PII) Ha MoOuIBHBIN TenedoH;

6.  OtkiIroYM COXpaHeHHe maposisi B Opaysepe;

1. He oTkpeiBait ¢aiinsl U apyrue BIOKEHHS B MHUChMaxX Jake €CIM OHU

MPUILUIH OT TBOUX Apy3ei. JIydiile yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3T (haiibl.



